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GDPR Ontology Representation

Using Semantic Web Technologies for assisting in GDPR

COerIszi@ G &nt and personal data in activities
* Check GDPR compliance over provenance of activities and data

 Data sharing agreements with Third Parties

Industry Benefits
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compliance Compliance

Use Cases

Extend common model
with specific or internal
requirements

Detect potential risks Ensure legal justification Track data shared with

In new activities for using and sharing data Third Parties

Industry Challenge:
Document & ensure activities comply

with GDPR model activities using . check for compliance
GDPR ontology during modeling
* GDPR fines up to 4% of global turnover —
* How to ensure activities are compliant? R L T ——— '
* How to systematically record processing i —
metadata? | | o «__provenance
* How to retrieve information for past activities? /' services ~  metadata GDPR compliance
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Our aim is to use to build a modular v | consent |
framework that records and queries all et I~ R
relevant metadata to help with modelling % compliance

and demonstrating compliance in

adherence to GDPR obligations. @ ,@'MI

Semantic web technologies provide a set of
technologies that can be easily extended,
shared, and queried between various

provide requested

documentation
stakeholders K . and records
 Use RDF/OWL + SPARQL for storing and ke ~ of compliance

querying enforcement ‘ w

* Model and check system for compliance

. . data
» Common data format ensures interoperability 0 i
* Assist in compliance through documentation _ officer
« Ensure maintenance of records and compliance BUTOR iRy
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