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www.adaptcentre.ieEU’s General Data Protection Regulation

Data Protection Directive 95/46/EC needed 
reform to be fit for 
Ø technological developments like social 

networks and cloud computing 
Ø globalisation.

EU has replaces DPD with General Data 
Protection Regulation (GDPR)

GDPR will have immediate effect on all 28 
EU Member States on 25 May 2018. 
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95/46/EC  



www.adaptcentre.ieKey GDPR Provisions 

International reach: data about any 
EU citizen

Fines upto €20M or 4% of global 
turnover

Must Demonstrate compliance

Processing lawful only through 
Informed Consent



www.adaptcentre.ieData Subject RIghts

Right to:

Information “concise, transparent, 
intelligible and easily accessible”

Make a subject access request

Rectification

Erasure

Data portability

Restrict access

Object to processing

Be inform who receives data
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www.adaptcentre.ieRequirements for Consent 

To be considered as a valid one
the consent should be: 
ü Freely given
ü Specific
ü Informed 
ü Unambiguous
ü Parental permission

ü If purpose or recipients change 
new consent must be sought
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https://openscience.adaptcentre.ie/projects/CDMM/



www.adaptcentre.ieAnnotation of consent with elements of ontology in RDFa

I agree that my data will be used for scientific purposes
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RDF representation of the annotated XHTML
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www.adaptcentre.ieConclusions and Further Work

• GDPR implies a full lifecycle management of consent 
that encloses the lifecycle management of personal data

• Open Data Formats give us the tools to handle Consent 
as a first class object in Data Protection Management

• Explored the generation of XACML permissions from 
human readable consent via RDF instance

• Future Work:
• Assessing generation of access control rules against 

consent forms and privacy policies
• Integration with PROV for compliance tracking
• Integration with ODRL for third party compliance 

agreements
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